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SuPERCOMPUTER ExPoRT REVIEW ProcCESs WORKS

House Armed Service Committee Chairman Floyd Spence (R-SC) and Ranking Democrat I ke Skelton
(D-MO) today released aGenerd Accounting Office (GAO) report concluding that government visibility into the
export of certain high-performance computersto countriesof proliferation concernisworking.

The report, Export Controls 1998 Legislative Mandate for High Performance Computers (GAO/
NSIAD-99-208), wasrequested earlier thisyear by Spence and Skelton to assessthe effectiveness of provisions
inthe National Defense Authorization Act for Fiscal Year 1998 (Public Law 105-85) requiring exportersto notify
the Commerce Department of their intent to export high-performance computers—or supercomputers—to countries
of proliferation concern (so-called “Tier 111" countries). These provisionswere adopted by Congressafter U.S.
high-performance computerswere exported without any U.S. government review or oversight to nuclear weapons
laboratoriesin Russaand at least onemissileresearchingtitutein China

“Thereport confirmsthat thetwo year-old export notification processrequired by Congresshas, infact,
hel ped to prevent the shipment of anumber of militarily-useful U.S. supercomputersto potentially dangerousend-
users,” said Spence. “ Thelaw works.”

“Thepracticd effect of thelegidationisthat it doesindeed addressthe export controls concernsthat drove
the committee and the Congressto adopt the provisions,” added Skelton.

Using Commerce Department data, the GAO found that between February 3, 1998 and March 19, 1999,
therewere 938 natifications of intent to export high-performance computersto Tier [11 countries. Of these, more
than ten percent rai sed national security concernsto the point that they wereidentified by thefederal government
asrequiring aformal licensereview. According to GAO, proposed computer exportsto Chinaultimately were
denied becausethey were destined for ingtitutes* reportedly engaged in military or proliferation activities,” while
proposed exportsto Indiawere denied becausethey involved end-users*that wereengagedin missileproliferation
activities”

“1 believethereport’sfindingsdemonstrate that thelaw hel ped to prevent sophisticated U.S. computers
from winding up inthewrong hands, whilea so validating theimportance of maintaining government visibility of
certainexports,” said Spence. “1 believethe GAO report also showsthat this can be achieved in amanner that
bal ances competing nationa security and commercia interests.”

(MORE)
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“ Asthecommittee preparesfor hearingson export control sof high-performance computers, | look forward
to carefully examining any additional proposalstorefinethereview process,” said Skelton.

The GAO report wasreleased as part of the House Armed Services Committee’ son-going review of the
President’sproposd to changethethreshold contained inthefiscal year 1998 defense authorization bill requiring
government review of proposed exportsof high-performance computersto countries of proliferation concern.
The proposed changeis schedul ed to take effect in January 2000.

Spence and Skelton also sent aletter to President Clinton today asking him to respond to a series of
guestionson issuesrel ated to the export of supercomputersto Tier 111 countries. “Asthe Congressreviewsthe
President’sproposdl, | hopethe answersto these questionswill hel p useva uate the prosand cons of the change
he hasproposed,” concluded Spence.

A copy of theletter to President Clintonfollows. Copiesof the GAO report areavailablefrom GAO.
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On July 23, 1999 you notified Congress pursuant to section 1211 of the National
Defense Authorization Act (NDAA) for Fiscal Year 1998 (Public Law 105-85) of your

intention to revise the thresholds used for the purpose of the notification process
associated with the export of high performance computers (HPC) to countries of

proliferation concern (so-called “Tier III” countries). Under the law, the proposed
changes will not go into effect until after a 180-day period has expired following the
notification to Congress.

Accordingly, the House Armed Services Committee has been engaged in a review
of your proposed policy revision in order to determine the national security implications
of raising the performance threshold that triggers the NDAA notification process and
thereby reducing government visibility over a significant volume of U.S. computer

exports to Tier III countries. To date, this review has involved discussions with

representatives from industry, Administration officials, and other national security

experts.

In addition, the General Accounting Office (GAO) recently completed a review of
the NDAA notification process, with particular emphasis on whether the process has
resulted in the identification of proposed exports to end users of national security or
proliferation concern. Using Commerce Department data, the GAO notes that between
February 3, 1998, and March 19, 1999, there were 938 notifications of intent to export
high-performance computers to Tier III countries. Of these, more than ten percent were
identified by the federal government as posing potential national security risks, thereby

requiring a license for export. Of the 101 notifications requiring formal license

applications, only 16 were eventually approved for export, while six were denied and 79
were returned without action — in practical terms, preventing the export. As the GAO
notes, a number of proposed exports to China were denied because they were destined
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for institutes “reportedly engaged in military or proliferation activities.” Exports to India
were denied because they involved end-users “that were engaged in missile proliferation
activities.”

In order to permit the timely completion of the Committee’s review, we request

answers to the following questions by November 1, 1999:

1.

According to Commerce Department data provided to the GAO, more than 10 percent
of FY 1998 NDAA notifications between February 3, 1998 and March 19, 1999
resulted in a requirement for a formal license application based, presumably, on
national security concerns. Do you consider this percentage of proposed HPC exports
to Tier I1I countries posing national security concerns to be unexpected or normal?

What were the specific reasons for the denial of each license for the export of an HPC
to Tier III countries resulting from NDAA notifications to the Commerce Department
between February 3, 1998 and March 19, 19997 Of the export license applications
that were approved, how many were granted with additional safeguards imposed?

With respect to the six denials of export licenses and the 79 license applications
“returned without action” during this period, do you believe that the potential national
security impact of allowing these HPC exports to proceed was significant? If not,
why were the licenses denied or applications impacted to the point of the export not
going forward?

If the proposed change in the NDAA notification performance threshold goes into
effect, what is the projected volume of exports of U.S. HPCs with processing speeds
between 2,000 and 6,500 millions of theoretical operations per second {(MTOPS) to
Tier III countries that is expected to occur between January 2000 and 20017 Of these,
how many are projected to be exported to China? To India? How would you
specifically characterize the impact that these exports could have on nuclear weapons
proliferation? How would you characterize the broader national security implications
of these projected HPC exports to Tier III countries?

Wil the ability of China, India, or Pakistan to process recently acquired nuclear test
data improve based on the availability early next year of U.S. HPCs with processing
speeds of up to 6,500 MTOPs pursuant to your proposed change in the NDAA
notification performance threshold? How significant will any consequent
improvement be in the nuclear weapons capability of each of these nations?
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10.

11.

Based on the percentage of NDAA notifications leading to export licenses cited in
question 1, do you expect a similar percentage to apply for NDAA notifications
conducted pursuant to the proposed 6,500 MTOPS threshold? If not, why not and
what is the projected percentage?

What are the projected numbers of NDAA notifications for HPC exports between
2,000 and 6,500 MTOPS to Tier III countries between October 1, 1999 and January
23, 2000 that you expect will require an export license?

What is your estimate of the current market share in Tier III countries held by U.S.
computer manufacturers for computers with processing speeds below the 2,000
MTOPs threshold? What is your estimate of the current market share in Tier III
countries held by U.S. computer manufacturers for computers with processing speeds
between 2,000 and 6,500 MTOPS? What is your estimate of the impact on future
market share in Tier HI countries by U.S. computer manufacturers for computers with
processing speeds between 2,000 and 6,500 MTOPS?

Do you have any specific evidence or empirical data demonstrating that the NDAA
notification process has resulted in the loss of any significant market share held by
U.S. computer manufacturers in any Tier III country? If so, please cite which country
and the supporting evidence.

Which Tier III countries do you consider to be the most significant proliferators of
weapons-related technology, and which do you believe pose the greatest threat of
diverting U.S.-supplied HPC technology to military purposes? Do you envision
removing any countries or otherwise modifying the Tier III country list for the
purpose of HPC export controls?

What steps are being taken to ensure that any problems in the federal government’s
HPC review and licensing process are addressed while still ensuring that the federal
government has sufficient opportunity to review the national security implications of
proposed HPC exports?
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12. What is the rationale underlying your stated intent to seek a modification to the
Congressional review period from 180 days to 30 days for changes to the HPC
threshold as established by the FY 1998 NDAA? Do you believe that Congress can
adequately assess the national security implications and technical significance of any
proposed future change in the threshold within the proposed 30 days?

Thank you for your attention to this matter, and we look forward to your response
to these questions.

Floyd D. §pence Ike Skelton
Chairman Ranking Democrat
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